
 

Online safety approach 2021 / 2022 

KCSIE 2021 ‘ An effective whole school approach to online safety empowers a school to protect and 

educate pupils in their use of technology and establishes mechanisms to identify, intervene in and 

escalate concerns where appropriate’  

 

Online safety 

The breadth of issues classified within online safety can be categorised into four areas of risk: 

 

Content: Being exposed to illegal, inappropriate or harmful content.  For example, fake news, 

racism, pornography, radicalism and extremism.  

 

Contact: Being subjected to harmful interaction with other users.  For example, peer 

pressure. 

 

Conduct: Personal online behaviour that increases the likelihood of, or cause, harm.  For 

examples, making, sending and receiving explicit images, nudes or semi-nudes, pornography 

and online bullying. 

 

Commerce: Risks such as online gambling, inappropriate advertising or financial scams. 

 

Cybercrime 

Children with a particular skill or interest in computing and technology can inadvertently or 

deliberately be led astray into cyber-dependant crime. 

 

Promoted through the curriculum (PSHCE and Computer Science) 

Computer Science: Students are explicitly taught about online safety in Autumn One of Years 7 and 8. 

 

Promoted through Academic Mentoring 

A weekly session takes titled ‘Staying safe at DPA and beyond’ which allows the academy to respond 

to topical issues relating to safety.   The table below shows where Content, Contact, Conduct and 

Commerce are explored. 

Autumn One Autumn Two Winter One 

Week Title Week Title Week Title 

4 Sexual 
harassment 

1 Internet safety 3 Fake news 

5 The Law Part 
One 

2  4 Baseless conspiracy 
theories 

6 The Law Part 
Two 

3  5 Misinformation 

4    

 

 

 

 

 



 

 

 

Promoted through Assemblies  

Assemblies 2021 / 2022 

Our assembly schedule regularly explores the issue of staying safe online, as outlined in the schedule 

below. 

Autumn Two 

Week Date Topic World Event / Notes 

1 1.11 Relationships 5 Nov – Guy Fawkes 

2 8.11 The rule of law 4 Nov – Diwali 
11 Nov - Armistice 

3 15.11 Bullying Anti-bullying week 

4 22.11 Tolerance and the celebration of diversity  

5 29.11 Promoting positive mental health 28 Nov - Advent 

Spring One 

Week Date Topic World Event / Notes 

1 3.1 Social Media: Staying safe online 1 Dec – World Aids Day 

2 10.1 Human Rights 2 Dec – International Day for the 
Abolition of Slavery 
10 Dec – Human Rights Day 

6 7.2 Support 4 Feb – World Cancer Day 
8 Feb – Safer Internet Day 

Spring Two  

Week Date Topic World Event / Notes 

4 21.3 Social Media and the law 22 March – World Water Day 

Summer One 

Week Date Topic World Event / Notes 

3 9.5 Tolerance and the celebration of diversity 17 March – International day against 
homophobia 

5 23.5 The impact of George Floyd’s Death  

Summer Two 

Week Date Topic World Event / Notes 

2 13.6 Individual liberty  

3 20.6 Tolerance and the celebration of diversity 20 June – World 
Refugee Day 

 

Mobile Phone Policy (as outlined in the DPA Mobile Phone Policy) 

It is acknowledged that providing a student with a mobile phone gives parents/carers reassurance 

that they can speak with their child quickly at any time. It is the responsibility of students who bring 

mobile telephones into the Academy premises to adhere to the guidelines outlined in this document.  

Mobile phones should be switched off and not accessed during the Academy day unless the teacher 
or support staff has given specific instructions to use it (eg as a stop watch or camera) and other 
educational activities such as assemblies.  

There will be no exceptions to this part of the policy.    

Mobile telephones should not be used to take photos in the Academy unless instructed by a teacher 

or given specific permission to do so.  Photographs must never be taken in any place where 

embarrassment may be caused, or without permission from the person being photographed.  

Should there be disruptions to lessons caused by a mobile phone, the telephone will be confiscated.  

See 4.1 Sanctions for the returning of mobile phones.  



The academy will not be responsible for any costs incurred in the use of a mobile telephone.  

Pupils must adhere to the school’s code of conduct/acceptable use agreement for mobile phone use 

(see appendix 1).   

 

Filters and monitoring via ICT 

Ditton Park Academy has policies and procedures in place that help mitigate risk and respond to 

concerns. Teachers have had training courses via Educare to ensure they have knowledge to teach 

students about e-safety and provide advise on using social media. The IT department has 

implemented the following measures in place to ensure students are kept save online: 

- enabled ‘Safe Search’ on Google 
- Enabled a firewall  
- Implemented Lightspeed proxy server to only allow safe websites through the web filter with 

‘Blocked Search Keyword’ and ‘Rule Sets’  
- Group Policies are in place to disallow students installing any software 
- Students are always authenticated to the system with a username and password for accessing 

school Wi-Fi systems  
 

Parent / carer guidance 

Below are a number of strategies that parents / carers may find useful to consider when establishing 

boundaries relating to the use of mobile phones and the internet in their own homes. 

 

▪ Children should not have access to platforms that are not recommended for their age.  This is 

to protect children from being exposed to harmful content. 

▪ Parents / carers should have open conversations with their children to establish what to do in 

the event of them witnessing something unpleasant online or on social media.  hat’s why it’s 

good to have regular conversations about the internet and social media from a young age – it 

should be as ordinary as talking about the weather, the dog, or something you’ve watched on 

TV. 

▪ it’s important to stay on top of who and what they do when they are socialising online. 

▪ Screen time can offer children opportunities to learn and develop new skills at a touch of a 

button but like anything, too much of it can have a negative effect on their wellbeing. 

▪ Talk to your child about your own experience of the online world. Show them sites and apps 

that you like, and explain why you like them. Show them how to use the internet in a positive 

way – to research things, to do homework, to talk to family, and to find out about the world. 

This helps them to have a critical eye. 

▪ Ask your child to teach you and show you there about their favourite apps, games or 

websites. This will help you understand how they work so that you can talk about the 

positives and whether you have any concerns. A quick Google search can also tell you a lot. 

▪ Whatever their age, it’s a good idea to sit down together with your child to agree some rules 

about how much time they spend online. For example, you might want to agree that they 

shouldn’t go online just before bed or use any devices at night, because this can affect their 

sleep. You can often set timers on devices to limit internet use – but try to help your child 

manage this for themselves as well. 

▪ It is a good idea to reassure your child that they can always talk to you.   

▪ Ask them if they’ve seen anything online that they are not comfortable with. (They might 
have seen things like nasty comments, sexual content or violent images.) 

▪ Tell them that you won’t overreact if they tell you about something they’ve seen, that you’d 
much rather that they talked to you, instead of keeping it to themselves.  

▪ If they are upset or worried about something they've seen, talk about how they feel, and how 
they can avoid seeing them again in future. 



▪ If necessary, help them to report or block content they find disturbing. 
▪ Whatever happens, stay calm if you find they’ve come across something you don’t approve 

of. 
▪ Help your child to understand what’s meant by personal information, so they can develop an 

awareness of why it’s significant and why they should be cautious about sharing pictures of 

themselves or information online. 

▪ Online strangers are still strangers. 

▪ Some parents / carers do not allow their children to take their phones to the bedroom or 

have access to the internet outside of adult supervision.  

 

 

Student guidance 

• What you put online stays online. Even things you delete can be saved or screenshotted – 
including those Snapchats meant for just one friend. 

• Online strangers are still strangers. Forums and group chats can be a great way to connect 
over things you wouldn’t say face to face, but don’t feel pressured to share more than you 
feel comfortable with. 

• It’s easy to over-share on social media, especially if you forget who can see your profile.  
• Privacy is possible. You can change your settings to make your account private so that only 

people you know and trust can see your updates. 
• Don’t hesitate to block anyone who makes you feel uncomfortable and talk to someone you 

trust about it if this happens. 
 

Confiscations 

School staff can seize a prohibited item or an item them deem detrimental to school discipline.  This 

guidance is covered by the Department for Education’s confiscation guidance (2018).  The school will 

also confiscate a phone if: 

• It has been used to break the law; 

• It’s use is detrimental to school discipline; 

• It has been used outside of lesson without staff consent.  For example, a student should not 

use their phones at break time. 

 


